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	Memorial Hospital enjoys the status of being the largest trauma hospital in Manchester County (HIM 350, nd). Having over 1100 bed capacity for inpatient and six surrounding outpatient and specialty facilities, the hospital is positioned in a more profound position to provide insights in regard to proper implementation of Health Information Exchange (HIE). Memorial Hospital has faced a chain of challenges in its service delivery since its inception. On this note, the Hospital will play a critical role in ironing out some of the mishaps associated with individual hospitals’ daily operations in order to effectively develop the HIE network. In this particular case, the challenges experienced in Memorial Hospital such as delays in diagnosis and duplicate tests among many others forms the main framework that will see the successful completion and implementation of HIE system. Lowes et al. (2019) proposes that hospitals involved in any proposed health system should bring a rich experience of failures in the past health systems including providing ramifications for proper implementation of the proposed network. In addition, some of the addition building blocks required for the interoperability of the proposed MHAN system can be found in the Memorial Hospital thereby making it the most ideal and readily available local hospital in the operationalization of the system.
Though the proposed HIE system is anchored on better service delivery to the community of Manchester County, there are several risks and weaknesses that can be pointed even before its implementation. First, the system requires a high-tech IT experts to run and maintain it. On this note, the security of patient’s data is at risk when a common system is used to run several entities. Consequently, owing to the tight budget provided for the full implementation of the HIE system, there are chances that some of critical components proposed in the framework will be left out. Such an omission will poke holes in the quest to attaining an enhanced system that will cater for specific Manchester County patients’ needs. Finally, the complex nature of patients’ medical record and standards provided by the National Health Network (NHIN) leaves a lot of questions unanswered in regard to level of preparedness by the implementing board. The sketchy framework is not a sufficient way to warrant any migration from what the hospitals rely on in their daily operations (Abelson, Tripp, Kandasamy, Burrows & PPEET, 2019). It should be recognized that a database of over 2.6 million people and 1950 providers has to backed-up by efficient clinical data warehouse and one that enjoys services of an external independent IT consultancy firm.
Data privacy and accessibility of patients data are two of the most critical factors to consider in the implementation of HIE system. Therefore, some of the security considerations include developing a master patient index (MPI) that has several protocol levels. One way to enhance MPI security features is to homogenize the web-based platform in such a way that it incorporates patient’s medical records only known by the patient and serving physician. In the proposed centralized system, all the health record information has been ensured through the established clinical data warehouse (CDW). Such an arrangement ensures high standards of interoperability and non-access of patient’s information to a third party. In such a case, a system should not display some of the intricate patients past medical examination results, personal care issues as well as insurance details among many others.
The Manchester Health Access Network (MHAN) is a closed network that requires a centralized model as well as a directed exchange to support its services. The centralized model will enable MHAN to store its health data in a single warehouse where all the participants can submit their patients’ data regularly (Kansky, Adler-Milstein, Lin & Jha, 2017). Health care professionals can view the patient data through the external delivery methods to ensure the information is used properly. The model works well with community networks such as MHAN because it is easier to query data that is needed. However, installers of the program need to consider having data filters because the system depends on participants to submit data, thus having cases of data duplication (Cannoy & Carter, 2011). Centralized model has seen a tremendous success on various regional and state health care organizations through data analytics as part of their missions.
Directed exchange provides services more easily and securely in sending information about the patients to other medical professional (Opoku-Agyeman & Menachemi, 2016). Directed exchange enables a medical facility to move medical information such as laboratory orders, patient referrals, as well as discharge summaries. The system allows information to flow over the internet while encrypted reliably and securely to trusted medical professionals. With directed exchange, information exchange enables coordinated care to benefit both the patient and providers (Shapiro et al., 2011). The directed exchange has also been utilized in various medical scenarios in sending immunization data to public health organizations such as The Centers for Medical and Medicaid Services for analysis and reporting.
The centralized model is the most efficient compared to others, decentralized or hybrid models because it is mainly used for reporting and analysis. It helps various organizations to gain understanding through data analysis to develop insights on how to improve certain processes as well as addressing certain issues (Kansky, Adler-Milstein, Lin & Jha, 2017). The centralized model of HIE ensures that the management conducting analysis is experts who know how long a certain task should take to deliver a particular report. Aggregate reports from multiple areas are used in the centralized model to build customized dashboards in the effort of showing executives the direction a business is headed overall (Cannoy & Carter, 2011). Therefore, it implies that data are utilized more efficiently with fewer costs incurred to achieve effective operations and productivity in the market.
Additionally, a centralized model of HIE utilizes standardized and best practices while sharing tools and data to ensure security is guaranteed (Shapiro et al., 2011). Standardized tools ensure that analysts can move the domains more easily, and information can be traced by authenticated users. The centralized model demands that people handling its operations must have high expertise as well as work more independently. It has a mix of skills levels ranging from junior to middle-level people who usually go upstream, and this helps in learning new skills (Opoku-Agyeman & Menachemi, 2016). The last feature that makes central model most appropriate is its flexibility that allows organizations to shift resources to where and when it is required.
Health information exchange is a technology system that utilizes various technologies to achieve its objectives in the healthcare market (Cannoy & Carter, 2011). First, the system has a network infrastructure that is a key element in the transmission of patient information across the board. It enables providers to share information that is linked through a network that is high speed, reliable as well as secure. Secondly, health information exchange has middleware that facilitates the integration of data and software application to facilitate the exchange of health data. The middleware technology addresses record locator services, master patient index, integration engine, as well as national provider identifier. Lastly, identity management technologies enable information exchange to flourish through accurately and consistently matching patients with their data (Kansky, Adler-Milstein, Lin & Jha, 2017). It facilitates the quality of care and patient safety through accurate reconciling patient medical records.
Data sharing and extraction are an important aspect that helps healthcare providers to achieve their set operations and processes. The technologies identified to play a leading role in ensuring increased facilitation of information exchange among various parties within the sector (Shapiro et al., 2011). Users of the program have a secret password with clear voice recognition module that helps in extracting important information used to facilitate increased information sharing. The centralized model is praised for the high security of patient data, thus ensuring various entities in need of the information can get the information in a focused manner (Opoku-Agyeman & Menachemi, 2016). Network infrastructure, data integration and matching patient data technology helps medical professionals to accrue important information in the healthcare system.
Health information exchange plays a critical role in ensuring patient data has been shared across the board to ensure various parties access it accurately and in a consistent manner (Kansky, Adler-Milstein, Lin & Jha, 2017). Middleware ensures that data are correctly integrated into the effort of facilitating increased productivity and success. Identity management and network of information facilitate increased sharing of information with critical security focused on enhancing increased and proper information management (Cannoy & Carter, 2011). They help a patient achieve their major concern of secure protection and sharing of their information to facilitate secure information handling.
Necessary identifiers are the industrial standards that have to be included to ensure that the particular patient that is receiving the treatment is easily identifiable when need be. The data standards included but not limited to sex, race, age, vendor tracking no and ethnicity among others. In addition, the standard for the data elements for each patient relates to diagnosis codes, discharge dates, event type, event date, discharge summary and mental status of the patient. As noted by Scott Williams (2017), irrespective of the procedure followed by any of the hospital's certain general data must be identified and submitted for the patients under the initial patient population’s category. 
One of the most relevant elements is the diagnosis code. This is because this is the code that physicians use to determine the course of the patient’s treatment. The code is used in the planning as well as stipulation of any of the procedure that needs to be taken. In addition, consent forms are also relevant as they have to be obtained before any test can be conducted, especially in the case where the patient denies treatment. Other than this, a patient's medical history is paramount as it is used by the physician to determine the best cause of action and the possible cause. In addition, it is through this form that the patient allergies are known and noted.
Each patient's medical profile is recorded on a document known as MPI. Notably, accurate and correct data when well-preserved ensures that data is easily accessible without any hindrances when needed. MPI ensures that data accurate data is properly preserved. Obtaining accurate data concerning the patient will ensure that they get the best treatment available.
There are several terminologies and classification standards that are critical for successful security and interoperability with the HIE. Over the years a number of classification standards necessarily have been outlined such as the Health Common Procedure Coding System (HCPCS) which represents a set of health codes stipulated by the American medical association. In addition, there is the International Classification of Diseases which represents standardization on the health diagnosis tools majorly used in classification and monitoring tools for cases of injuries while at the same time maintaining the patient record for analysis. Since 1948, the ICD has been under the operation of the world organization and over the years has been advancing to over 100 countries now (WHO). The main use of the HCPCS is reporting supplies and services which are primarily used for reimbursement purposes in the ambulatory or outpatient setting. The necessary terminology relates to Current Procedural Terminology (CPT), International Classification of Primary Care (ICPC), National Drug Codes, and Diagnostic and Statistical Manual of Mental Disorders.
It is critical that HIE incorporate a (MPI), known as the Master Patient Index to ensure that all of the patients’ databases are stored in a safe manner.  In addition, HIE should also adapt the Record Locator Service (RLS) which will equip the necessary record searching skills and tools. Through the use of RLS and MP data record and accessibility will be guaranteed.
HITECH and HIPAA represent both the legal and ethical standards that hugely affect the Health sector. Besides, some regulations have to be met in order to access PHI. Notably, HIPAA was approved in 1986 with the main intention being to make improvements in the health care systems, especially on efficiency. Through the HIPAA laws patient records are protected, and guidelines stipulated on how patient information can be shared as well as rules that should be followed in cases where patient permission is required (Dilman et al. 2019). Besides, HITECH act fights for the promotion of meaningful use as well as the adoption of useful technology (Crapo et al. 2015). The HIPAA laws provide guides regarding the disclosure and use of patient information in the health organization. Some of the data that may be sensitive may require certain authorization and restrictions. In such a case, obtaining patient consent is one of the requirements that are necessary before a patient can be enrolled in the HIE system.
The National Coordinator for Health Information Technology outlines 7 steps that are critical for the creation of an efficient and effective security plan as outlined below:
1. Step 1: Involves leading the culture and selecting the right team as well as learn.
2. Step 2: This step involving documenting the process
3. Step 3: This step revolves around reviewing the security of ePHI in existence.
4. Step 4: Development of an action plan
5. Step 5: Management and Mitigation of risks
6. Step 6: in cases where applicable, attesting for meaningful uses of security-related objects.
7. Step 7: involves monitoring, auditing as well as updating the organization's security on a regular basis.
Notably, it is critical to have the necessary risk management, contingency plan, audit logs, and data security records are in compliance with patient protection information.
The man content that is recorded in the data dictionary includes principal diagnosis, patient identifiers, vitals, strategies as well as the length of stay. For instance, the information that would be found in the patient identifiers would relate to gender, date of birth and the patient's name. These are basic information required to ensure that a patient is correctly identified and the correct information accessed. In addition, a principal diagnosis, in this case represents the patients’ primary diagnosis. The length of stay represents the number of days the patients were in the hospital right from the admission day. Besides, information such as allergies is critical to the patient’s history and chart.  Before any treatment and medication, it is critical that the allergic state of the patient be determined. For the sake of vital information, it may include records of heart rates, height, blood pressure, and respiration among others. This is information that is critical in tracking the patients' overall wellbeing and progress.
Key stakeholder’s approval is needed in data management and approval with the use of nationally recognized standards in addition to the ISO/ICC guidelines with reading to metadata registration. The arguments for this is in order to promote and obtain interoperability between various systems.
Simple and common vocabularies are necessary when using HIE to ensure that all of the persons involved can clearly understand them as well as ensuring common interpretation of patient data. Dilman et al (2019) research notes that medical vocabularies are critical in the field as they endure readability across all of all the necessary platforms.
The use of a data dictionary concerning organization technology infrastructure can support data exchange and standardization of the shared and captured data in interoperable systems. The data dictionary in such a case allows reading and interpretation of data from other systems to be interpreted in a similar manner for all of the organizations that are using HIE. 
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